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Privacy statement on the protection of personal data in relation to CASSINI Entrepreneurship Days
website

The European Union Agency for the Space Programme (EUSPA) is committed to protect your personal
data and to respect your privacy. All personal data are dealt with in compliance with the applicable
rules on the protection of natural persons with regard to the processing of personal data by the Union
institutions, bodies, offices and agencies and on the free movement of such data (currently Regulation
(EU) No 2018/1725).

The following data protection information notice outlines the criteria by which the EUSPA collects,
manages and uses the data in relation to the CASSINI Entrepreneurship Days website.

Identity of controller and data protection officer:

Controller: European Union Agency for the Space Programme (EUSPA), Head of the Market,
Downstream & Innovation Department

DPO: European Union Agency for the Space Programme (EUSPA), Data Protection Officer,
dpo@euspa.europa.eu

Purpose(s) of processing:
EUSPA collects and uses your personal information to operate the CASSINI Entrepreneurship Days
website and to improve the website and related user experience.

e to provide data subjects access to and use of the CASSINI Entrepreneurship Days website
and to improve their experience on the website;

e toensure the security, technical functionality and continuous improvement of the CASSINI
Entrepreneurship Days website.

Data/Categories of data concerned:
In order to carry out this processing operation EUSPA collects the following categories of personal

data:

e |P address and, where applicable, device-related identifiers of the device used to access the
website;

e browser, operating system and technical log information required for website security and
functionality;

e cookie identifiers and analytics information, subject to the cookie settings and, where required,
consent;

Where personal data are not collected directly from you, they are collected through your use of the
website, your cookie preferences or your subscription or consent choices.

The website may collect personal data with cookies for the basic technical functioning of the website
(necessary cookies), or for gathering statistics (statistics cookies) — the latter based on your consent.
When you access the CASSINI Entrepreneurship Days website, the Data Controller receives as an
essential technical requirement the Internet Protocol address (IP address) or the device ID of the
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available in the footer of any page of the CASSINI Entrepreneurship Days website.

sed to access the website. The use of these cookies is covered by the cookie policy which is

Recipients/Categories of recipients of the data processed:
Access to personal data is granted on a “need to know” basis to:

e Alimited number of EUSPA staff responsible for carrying out this processing operation;
e Alimited number of staff of the EUSPA external contractor engaged as data processor supporting
the “CASSINI Entrepreneurship Days”: Novaspace SRL (Belgium)

Any recipient is reminded of its obligation not to use the data received for other purposes than the
one for which they were transmitted.

The CASSINI Entrepreneurship Days website may include links to third-party websites or social media
channels. When you click on such links, you leave the CASSINI Entrepreneurship Days website and the
processing of personal data by those third-party websites is governed by their own privacy policies
and cookie policies.

Legal basis/Lawfulness of the processing:
For access to the website/cookies, processing is necessary:
e for the performance of a task carried out in the public interest or in the exercise of official
authority vested in EUSPA (Art. 5(1)(a) of Regulation 2018/1725).

Processing of personal data for statistical purposes is based:
e on the consent of the data subject (Art. 5(1)(d) of Regulation 2018/1725).

Information on the storage locations and retention period of personal data:
The Data Controller retains the data subject’s personal data for a time period necessary to fulfil the
purpose of collection:
e |P addresses or Device IDs related to website visits can be saved for up to 12 months in the
log files for security or traffic analysis purposes;

Once the retention period is over, personal data are destroyed.

All personal data in electronic format (e-mails, documents, databases, uploaded batches of data, etc.)
are stored on the servers of EUSPA or of its contractors located in the European Union/EEA and abiding
by the necessary security provisions.

Transferring the data to third countries:
Your data will not be transferred to third countries.

Automated decision-making
Your data will not be used for an automated decision-making, including profiling.

Data subjects have the right:
= To obtain confirmation as to whether or not his or her personal data are being
processed, access the data and obtain detailed information on the processing;
= Of rectification of inaccurate personal data;
= Of erasure of personal data if the statutory provisions are met;
= Of restriction of processing if the statutory provisions are met;
= To object to processing;
= To data portability;
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o withdraw the consent to personal data processing at any time, without affecting the
lawfulness of the processing before the consent’s withdrawal;

= To lodge a complaint to the European Data Protection Supervisor at EDPS@edps.europa.eu
should they consider that the processing operations do not comply with Regulation (EU) No
2018/1725.

Any request for the exercise of any of the abovementioned rights shall be addressed to the EUSPA
Market, Downstream & Innovation Department at market@euspa.europa.eu; data subjects are kindly
requested to describe their requests explicitly.

Contact information:
= Regarding the processing of your personal data: market@euspa.europa.eu;
= Regarding the interpretation, application or breach of Regulation (EU) 2018/1725, please
contact the EUSPA Data Protection Officer (DPO) at dpo@euspa.europa.eu.
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